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URL parameters

Parameter Type Description
app_name string Your APP name mandatory
scope string Level of access. Available: read ,

write and read write mandatory

user_id string User ID in your APP. For your internal
reference, used when the user is
redirected back to your APP. NOT THE
USER ID IN WOOCOMMERCE
mandatory

return_url string URL the user will be redirected to
after authentication mandatory

callback_url string URL that will receive the generated
API key. Note: this URL should be over
HTTPS mandatory
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# Bash [

STORE_URL='http://example.com'

ENDPOINT="'/wc-auth/vl/authorize’

PARAMS="app name=My App Name&scope=read write&user id=123&return url=http://app.com/return-
page&callback url=https://app.com/callback-endpoint"”

QUERY STRING="$(perl -MURI::Escape -e 'print uri_escape($ARGV[0O]);' "$PARAMS")"
QUERY_STRING=$(echo $QUERY_STRING | sed -e "s/%20/\+/9" -e "s/%3D/\=/g" -e "s/%26/\&/g")

echo "$STORE URL$ENDPOINT?$QUERY_ STRING"
const querystring = require('querystring');

const store url = 'http://example.com';
const endpoint = '/wc-auth/vl/authorize';
const params = {
app_name: 'My App Name',
scope: 'read write',
user_id: 123,
return_url: 'http://app.com/return-page',
callback url: 'https://app.com/callback-endpoint'
b

const query string = querystring.stringify(params).replace(/%20/g, '+');
console.log(store url + endpoint + '?' + query string);

<?php
$store url = 'http://example.com';
$endpoint = '/wc-auth/v1l/authorize’;
$params = [
‘app_name' => 'My App Name',
'scope' => 'write',

'user_id' => 123,



"return_url' => 'http://app.com’',
‘callback url' => 'https://app.com'

1

$query string = http build query( $params );

echo $store url . $endpoint . '?' . $query string;

7>

from urllib.parse import urlencode

store url = 'http://example.com’
endpoint = '/wc-auth/vl/authorize’
params = {

"app_name": "My App Name",
"scope": "read write",
"user id": 123,

"return_url": "http://app.com/return-page",

"callback url": "https://app.com/callback-endpoint"

}

query string = urlencode(params)

print("%s%s?%s" % (store url, endpoint, query string))

require "uri"

store url = 'http://example.com’
endpoint = '/wc-auth/vl/authorize'
params = {

app_name: "My App Name",

scope: "read write",

user _id: 123,

return url: "http://app.com/return-page",

callback url: "https://app.com/callback-endpoint"
}

query string = URI.encode www_form(params)

puts "#{store url}#{endpoint}?#{query string}"
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{
"key id": 1,
"user id": 123,
"consumer key": "CK XXXXXXXXXXXXXXXX",
"consumer_secret": "CS_XXXXXXXXXXXXXXXX",
"key permissions": "read write"
}
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Authentication over HTTPS

You may use HTTP Basic Auth by providing the REST API Consumer Key as the username and the
REST API Consumer Secret as the password.

44 HTTP Basic Auth example

curl https://www.example.com/wp-json/wc/v2/orders \

-u consumer_key:consumer secret

const WooCommerceRestApi = require("@woocommerce/woocommerce-rest-api").default;

// import WooCommerceRestApi from "@woocommerce/woocommerce-rest-api"; // Supports ESM


http://en.wikipedia.org/wiki/Basic_access_authentication

const WooCommerce = new WooCommerceRestApi({
url: 'https://example.com',
consumerKey: 'consumer key',
consumerSecret: 'consumer secret',
version: 'wc/v2'

1}

<?php
require DIR . '/vendor/autoload.php';

use Automattic\WooCommerce\Client;

$woocommerce = new Client(
"https://example.com',
‘consumer key',
‘consumer_secret',
[
'wp_api' => true,

'version' => 'wc/v2'

)

7>

from woocommerce import API

wcapi = API(
url="https://example.com",
consumer_key="consumer key",
consumer_secret="consumer_secret",
wp_api=True,

version="wc/v2"

require "woocommerce api"

woocommerce = WooCommerce: :API.new(
"https://example.com",
"consumer key",
"consumer_secret",

{



wp_json: true,

version: "wc/v2"

Occasionally some servers may not parse the Authorization header correctly (if you see a
"Consumer key is missing" error when authenticating over SSL, you have a server issue). In this
case, you may provide the consumer key/secret as query string parameters instead.

44 Example for servers that not properly parse the Authorization header:

curl https://www.example.com/wp-json/wc/v2/orders?consumer key=123&consumer secret=abc

const WooCommerceRestApi = require("@woocommerce/woocommerce-rest-api").default;

// import WooCommerceRestApi from "@woocommerce/woocommerce-rest-api"; // Supports ESM

const WooCommerce = new WooCommerceRestApi({

url: 'https://example.com',

consumerKey: 'consumer key',

consumerSecret: 'consumer secret',

version: 'wc/v2',

queryStringAuth: true // Force Basic Authentication as query string true and using under
HTTPS
1)

<?php
require _ DIR . '/vendor/autoload.php';

use Automattic\WooCommerce\Client;

$woocommerce = new Client(
"https://example.com',
‘consumer_key',
‘consumer_secret',
[
'wp_api' => true,
'version' => 'wc/v2',
‘query string_auth' => true // Force Basic Authentication as query string true and

using under HTTPS



)

7>

from woocommerce import API

wcapi = API(

url="https://example.com",

consumer_key="consumer_ key",

consumer_secret="consumer secret",

wp_api=True,

version="wc/v2",

query string auth=True // Force Basic Authentication as query string true and using under
HTTPS
)

require "woocommerce api"

woocommerce = WooCommerce: :API.new(
"https://example.com",
"consumer key",
"consumer_secret",
{
wp_json: true,
version: "wc/v2",
query string auth: true // Force Basic Authentication as query string true and using under

HTTPS
}
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