SSH [T1T]

o [IIIT1
e ssh-keygen[TITTT]

e ssh-copy-id [TTTTTIT]

e ssh-agent [T] ssh-add []
e [TT11
e ssh-add[T]




SSH [T

(I ssh-keygen [TTTTTTTTIT]
ARRNNRRRRRNNRRRRENNRNRREN]

(I SSH [IT11T]

(LIIITTIIIT SSH T T

ssh-keygen||]]]1]]

AERRNNNNRRRRRRNNNE OpenSSH [TTITIIIT] ssh-keygen [TTTTTTTIT]

(1T ssh-keygen [TTTTITTITTTTTTITTT]

$ ssh-keygen

[LITTIT] -t (I

$ ssh-keygen -t dsa

(TTITT] -t (I TITTITTITTI DSA[I] RSA
(T RSA 111
(I ssh-keygen [TTTTTTTITIT]

$ ssh-keygen -t dsa
Generating public/private dsa key pair.
Enter file in which to save the key (/home/username/.ssh/id dsa): press ENTER

Enter passphrase (empty for no passphrase): *¥¥xiiokx



Enter same passphrase again: **x¥¥fdkx

Your identification has been saved in /home/username/.ssh/id dsa.

Your public key has been saved in /home/username/.ssh/id dsa.pub.

The key fingerprint is:
14:ba:06:98:a8:98:ad:27:b5:ce:55:85:ec:64:37:19 username@shell.isp.com

[(TITIT11 ssh-keygen [TTTTTTTITITIIIITIOTIOIITI000 ~/.ssh/id dsa
(I T ~/.ssh/id_dsa.pub

(I .ssh [TT11J

T1T] rsa [TTTTTTITTITIT1] ~/.ssh/id rsa [T11T1] ~/.ssh/id rsa.pub [TT1T]
(T T passphrase

NERRRRRRRRRRRNRRRRRRRNRRRRRRENRREEER] “0 "OII
passphrase[ITTI1I1] Linux [TTI111] password [TTTTTTITTITIIITI

O I I I T I

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAvpB4lUbAaEbhQu6HLig7amsfywD4fqSZq2ikACIUBn3GyRPfeF931/
weQh7020fXbDydZAKMcDvBIqRhUotQUwqV6HIXqoqPD1PGUUY08RDIKLUIPRyYq
ypZxmK9aCXokFiHoGCXfQ9imUP/w/jfqb9ByDtG97tUJF6nFMP5WzhM= username@shell.isp.com

(TITIIII1 username@shell.isp.com [TTTTTTTTITIIIITITITIIII]
shell.isp.com [TTITIT] username [[TTITTIIIT]

(T IO T

$ s -1 ~/.ssh/id_*.pub

$ chmod 600 ~/.ssh/id rsa
$ chmod 600 ~/.ssh/id rsa.pub

ssh-keygen [TTTTTTTTTIITIITI




020 -c
-C (IITITIITITITTTITTT] username@host []
(T 4096[] RSA [T

$ ssh-keygen -t rsa -b 4096 -C "your email@domain.com"

030 -f

- (LTI

$ ssh-keygen -t dsa -f mykey

[TTTTTTTTTTTTTT mykey [TT1T] mykey . pub []
0 4] -F
-F [TTTTTTTTTTT] known_hosts [TT]T]

$ ssh-keygen -F example.com

050 -N

-N [T passphrase[T]

$ ssh-keygen -t dsa -N secretword

060 -p

-p [(ITTTTTTTITITI passphrase[I1T] -N
EERRRRRRRRRRRNNNNNRRRNNNNNEE ssh
HINRRRNNNNRRNNNNNNEED

0700 -R

-R T known hosts [TT]

$ ssh-keygen -R example.com



] 8[] -t

-t (LTI ITT I dsa[] rsa

(LTI ITTITT T

OpenSSH [TTTTITITIIITT ~/.ssh/authorized keys

~/.ssh/authorized keys

T T T I T T T

$ cat ~/.ssh/id rsa.pub | ssh user@host "mkdir -p ~/.ssh && cat >> ~/.ssh/authorized keys"

[(LTTIT] user@host [TTTTTTTTTTITITIITI

(M0  authorized keys [TTTTTIT] 644 [T SSH

$ chmod 644 ~/.ssh/authorized keys

[TTTTTITTTITTITTd OpenSSH [T

$ ssh -1 username shell.isp.com
Enter passphrase for key '/home/you/.ssh/id dsa': *¥¥¥xidokofofxx
Last login: Mon Mar 24 02:17:27 2014 from ex.ample.com

shell.isp.com>

(I SSH [T passphrase[TTITIIT]

ssh-copy-id [TITITIT]

OpenSSH [T1T] ssh-copy-id [TTTTIIIIIITITITIIN ~/.ssh/authorized keys
(1111 ~/.ssh/authorized keys [TTT11] ssh-copy-id [TTTITTIIIT]

ARERNRNRNRNRNRNRNRNERERRRRREREEY



$ ssh-copy-id -i key file user@host

(LTTIT] -1 [T user [TTTITITIT] host

ITTTTITITIIITd .pub [T1T] ssh-copy-id [T1T] ~/.ssh [TTT111]

$ ssh-copy-id -i id rsa user@host

AERRNNNNRRRRNANE ~/.ssh/id_rsa.pub [J

ssh-copy-id [TTTITTTTTTITTITTITTTIIT]

11 ssh-copy-id [JTTITIIT] authorized keys [TTTTTTT] authorized keys
(TITIT11 authorized keys [TTTTTITT] ssh-copy-id [TTTTITIT] authorized keys
(I

ssh-agent [T]] ssh-add []

scp
ERRNNRRRRENNRRRRENND
ssh-agent [TTTTTTTTTITTITITIITITIT] Bash [II] session
(LTI SSH
LTI I oaaaITd
$ ssh-agent bash
(LTI IITaTd Bash[ITITIT] Shell [TTTT10 zsh[] fish[]

(LITITTIIT] ssh-agent [TTTTTIITIT]

$ eval “ssh-agent’

[LIT10 ssh-agent [TTTTTITTITTTTITITTITTITTTITTITTIOT]



$ ssh-agent

SSH AUTH SOCK=/tmp/ssh-barrett/ssh-22841-agent; export SSH AUTH SOCK;
SSH AGENT PID=22842; export SSH AGENT PID;

echo Agent pid 22842;

eval [TTTITITITIIT] ssh-agent [TTTTITTITITT]

(TITIIT11] Shell [(TTIT11 ssh-add [TTTTITITTIT] ~/.ssh/id rsa[]]
~/.ssh/id dsa [[] ~/.ssh/id ecdsa[[] ~/.ssh/id ed25519 [T]

$ ssh-add
Enter passphrase for /home/you/.ssh/id dsa: **¥#¥**x

Identity added: /home/you/.ssh/id dsa (/home/you/.ssh/id dsa)

(LITIITITIITI ssh-add [T

$ ssh-add my-other-key-file

ITT111 my-other-key-file [ITTTTTTTTIT]

[T ssh [T

$ ssh remoteHost

[T remoteHost [TTTTTTIIT] ssh T ssh
(LTI IITTIOTI

AINRRRNNNNRRRRNNNND ssh[Il  -i I

$ ssh —1 OpenSSHPrivateKey remoteHost

(LTI ssh-agent [TTTTIT] Shellll  Ctrl + dITIITITTITIT]

$ ssh-agent -k

ssh-add

ssh-add [TTTTITIT] ssh-agent [TTTITTTT]




01l -d

-d [ITITTITTTIITT]

$ ssh-add -d name-of-key-file

020 -p

-D [T TITITITITIT]

$ ssh-add -D

030 -t

-U T

$ ssh-add -1

[0 OpenSSHITIIIIIIIIT]
PasswordAuthentication [TT]T]

PasswordAuthentication no

(LTITTITTTITTIIT]

oo #2

sshd [TT11]
no []

sshd[ITITIIT]

0 cocobook-sync [1T] 2026-10-28 10:51:02 UTC
0 cocobook-sync [IT] 2026-10-28 11:29:02 UTC

/etc/ssh/sshd config 1]



