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CA

0 CA I T user ca
(LTI host ca[]
(T user ca []

# 00 CA 000000000
$ ssh-keygen -t rsa -b 4096 -f ~/.ssh/user ca -C user ca

CA



(I ~/ .ssh [TTTTTTIT] user_ca 1111 user_ca.pub [TT]T]

(T
e -t rsa[IIIII[] RSA[]
e -b 4096 [TITIIIIL A096[TTTTTTIITITITTITIIIITIIIII
1024[]

o -f ~/.ssh/user_ca [TTTTTITITITITT
-C user_ca [TITTTTITITITITITITIITITT

ITTTIIIn host ca []

# 00 CA 0000000COO
$ ssh-keygen -t rsa -b 4096 -f host ca -C host ca

(T ~/.ssh [TTTTTTIT] host ca [TT11] host ca.pub [TT1T]

00  ~/.ssh I

e ~/.ssh/user ca
e ~/.ssh/user ca.pub
e ~/.ssh/host _ca
e ~/.ssh/host ca.pub

CA [TTT1T]

[ CA [T

(IITITT] CA T SSH [TTII1T]
(IIITIITIT /etc/ssh/ssh host rsa key [TTTTITTTITITITITI]

$ sudo ssh-keygen -f /etc/ssh/ssh host rsa key -b 4096 -t rsa

(LITIT] /etc/ssh [TT1T] ssh_host rsa key [TT1T] ssh host rsa key.pub
(T ssh_host_rsa_key.pub [TTTTIT] CA [T
1111 CA [TII111 host ca [TITIIT] ssh host rsa key.pub [TTTTITIT]

$ ssh-keygen -s host ca -I host.example.com -h -n host.example.com -V +52w

ssh_host rsa key.pub

(TITTITITIT ssh_host rsa _key-cert.pub [TTTTTTTIIT] -cert
LTI

sshd



e -s[I0  CA I

o -I

T T T T T I

e -h (O]

e -n host.example.com
O T

(1110 SSH T T T

e -V +52w [ITITTTIITIIT] 52
[T 52(T]

e ssh host rsa key.pub [TTTTIT]

NENRNNRNNRRNRRNNRNRRRENRN

$ ssh-keygen -L -f ssh host rsa key-cert.pub

[LITITTITIT]

$ chmod 600 ssh host rsa key-cert.pub

CA [IT1T]1

(11T CA M T T

$ ssh-keygen -f ~/.ssh/user key -b 4096 -t rsa

[ITITT] ~/ .ssh [II1T] user_key [TTTT] user_key.pub [T]]T]

(I user_key.pub [TTTTTT] CA [TITITITITTT] CA[I] user ca
(11 user_key.pub [TTTTTT]

$ ssh-keygen -s user ca -I user@example.com -n user -V +1d user_ key.pub

(I user_key-cert.pub [TTTTTTITT] -cert
(LTTITTITITIITIT

e -s[I] CA[IN

o -1
e -n user
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e -V +1d TN 1
OO T T T
e user key.pub [TTTTT]

$ ssh-keygen -L -f user_key-cert.pub

[LITITTITIT]

$ chmod 600 user key-cert.pub

CA [III1TT] ssh_host_rsa key-cert.pub [TITITTITITITTITTITIIN
(LITITTITTT]

$ scp ~/.ssh/ssh _host rsa key-cert.pub root@host.example.com:/etc/ssh/

(T /etc/ssh/sshd_config []

HostCertificate /etc/ssh/ssh host rsa key-cert.pub

[LITTIT] sshd[TTTTIITITTIT]

111 sshd[]

$ sudo systemctl restart sshd.service

# 0

$ sudo service sshd restart

11 CA ]

[TITTITITITTITT CA [IITITTIT] user_ca.pub [TTTTTTT]

$ scp ~/.ssh/user ca.pub root@host.example.com:/etc/ssh/

(111111 CA [TII1I11DO user_ca.pub [T1T] SSH 11171 /etc/ssh [T1]

scp



AERRNNNNRRRRRRNNNE /etc/ssh/sshd_config []

TrustedUserCAKeys /etc/ssh/user ca.pub

(TII110 user ca.pub [I] /etc/ssh/sshd config [TTTTITTTITTTITTTITTTI]

user_ca [[TTTITTIT]

(TIT1110 user ca.pub [TTTTTTITT] ~/.ssh/authorized keys [TTTTTTTIT] user ca
ITITITIITIIITId ~/.ssh/authorized keys [TTTTTTIT] @cert-authority
principals="..." [TTTTI1] user_ca.pub [TTTTTTTTTTIIT]

@cert-authority principals="user" ssh-rsa AAAAB3Nz...XNRM1EX2gQ==

(TT11] principals="user" [TTTTTTTTTTITITIIT] authorized keys [TTTTT1T]

(111 sshd[]

$ sudo systemctl restart sshd.service

# [0

$ sudo service sshd restart

M0 SSH IIMIIn user_ca [[111T]

(T CA 11110 user_key-cert.pub [TTTTTTTITTIT]
user_key [TTTTTTTTIT]

L1 CA[]

(LTI CA T host ca.pub [TTTTIT]
/etc/ssh/ssh_known hosts [TTTTTTITT] ~/.ssh/known_hosts [TTTTITIT]
(TIT110 ssh_known_hosts [] known_hosts [TTTTTTTTIT] @cert-authority *.example.com

1111 host ca.pub [TTTTTTITTTIITIITITIIOITII0

@cert-authority *.example.com ssh-rsa AAAAB3Nz...XNRM1EX2gQ==

[(LTTIT] *.example. com [[TTTTTTITTITTIIITIITTECIT LTI TTTL] CA
OO T *




(LT T T T T T T hostl,host2,host3
n P10 11.12.13.14,21.22.23.24 []]

(CITTITITTITTITTTIIT]

$ ssh -i ~/.ssh/user_key user@host.example.com

(L1111 -1 (T T T T T OO T T IO T I

O T T T

(T known_hosts [TTTTTTTTTITT] @cert-authority [TTTT]T]
(MITTIIIIIIIIIIIIO /etc/ssh/revoked keys [TTTTTITIT] sshd config
(I

RevokedKeys /etc/ssh/revoked keys

revoked_keys [[TTTTTTTITIITITITTITITI

$ ssh-keygen -kf /etc/ssh/revoked keys -z 1 ~/.ssh/userl key.pub

[T 2 (IO revoked_keys [TTTTTTTITIIIII]] 1m

(T T I TTT T 2[1]

$ ssh-keygen -ukf /etc/ssh/revoked keys -z 2 ~/.ssh/user2 key.pub
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