Mixed
Authentication/Authorization
Setup

Mixing both nkeys static config and decentralized JWT Authentication/Authorization is possible but

needs some preparation in order to be able to do it.

The way this can be done is by first preparing a basic trusted operator setup that could be used in
the future, and then base from that configuration to create the NKEYS static config using the same
shared public nkeys for the accounts and then use clustering routes to bridge the two different
auth setups during the transition.

For example, creating the following initial setup using NSC:

nsc add account --name SYS
nsc add user --name sys
nsc add account --name A

nsc add user -a A --name test
nsc add account --name B

nsc add user -a B --name test

This will then generate something like the following:

nsc list accounts

SYS ABKOWIYVTHNEKSHELPWLAT2CF2CUPELIK4SZH2VCIHLFU22B5U2I1ZU0O

f )
| Accounts |
| |
| T |
| Name | Public Key |
| | 1
| | |
| A | ADFB2JXYTXOJEL6LNAXDREUGRX35BOLZI3B4PFFAC7IRPR30A4QNKBN2 |
| B | ACWOMQA7PZTKJISBTR7BF6TBK3D776734PWHWDKO7HFMQOM5BIOYPSYZZ |
| | |
1 ! j
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nsc list users -a A

Users

test | UAPOK2P7EN3UFBL7SBJPQK3M3JMLALYRYKX5XWSVMVYK63ZMBHTOHVIR
|

|
|
I
Name | Public Key |
|
|
|
j

We could use this configuration as the initial starting configuration for an nkeys config now, where
all the NKEYS users public nkeys are explicitly listed (centralized auth model).

port = 4222

cluster {

port = 6222

# We will bridge two different servers with different auth models via routes

# routes [ nats://127.0.0.1:6223 ]

system account = ABKOWIYVTHNEKSHELPWLAT2CF2CUPELIK4SZH2VCJIHLFU22B5U2IIZUO

accounts {
# Account A
ADFB2JXYTXO0JEL6LNAXDREUGRX35BOLZI3B4PFFAC7IRPR30A4QNKBN2 {
nkey: ADFB2JXYTXOJEL6LNAXDREUGRX35BOLZI3B4PFFAC7IRPR30A4QNKBN2
users = [

{nkey: "UAPOK2P7EN3UFBL7SBJPQK3M3JIMLALYRYKX5XWSVMVYK63ZMBHTOHVIR" }

# Account B
ACWOMQA7PZTKJISBTR7BF6TBK3D776734PWHWDKO7HFMQOM5BIOYPSYZZ {
}

# Account SYS
ABKOWIYVTHNEKSHELPWLAT2CF2CUPELIK4SZH2VCIHLFU22B5U2I1IZUO0 {
}



By using nsc it is possible to create a mem based resolver for the trusted operator setup:

nsc generate config --mem-resolver --sys-account SYS

An example configuration from the second node with the trusted operator setup could then be:

port = 4223

cluster {
port = 6223
routes [ nats://127.0.0.1:6222 ]

# debug = true

true

# trace

# Operator

operator =
eyJ0eXAi01Jqd3QiLCIhbGci0iJ1ZDIINTESINO.eyJqdGki0iJQNDIBSkFTVVAOTUdGRU1EQzVCRVVGUKM1IM1Q1MO50Tz
RIWKhRNEdETVKOSORZTFVRVOIBIiwiaWFOIjoxNTcOMzc1l0TE2LCIpc3Mi0iJPQO9KSk5aSUNINKNHUUSLMINRMZVXTFpX
WkpDUKRBTFJIW]jZPVzQORFpZVVANVVYZzV1BSSEZSRCIsIm5hbWUiOiJLTyIsInN1YiI6IKODTOpKT1pJQ0g2Q0dRTkszU1
EzNVdMWldaSkNSREFMUkhaNK9XNDREWL1VVO1VVjNXUFJIRTJEIiwidHIwZSI6Im9wZXIhdG9yIiwibmFOcyI6e319.ppp
a9-xhWXJLSCCtqj dqlvXKR7WLVChOcqoZ61r8zg3WLWMBUObNf6FHwW 67-wRS7jjOn4PuA@POMAIJE3pDA

system account = ABKOWIYVTHNEKSHELPWLAT2CF2CUPELIK4SZH2VCIHLFU22B5U2IIZUO

resolver = MEMORY

resolver preload = {

# Account "A"

ADFB2JXYTXOJEL6LNAXDREUGRX35BOLZI3B4PFFAC7IRPR30A4QNKBN2:
eyJ0eXAi0iJqd3QiLCIhbGci0iJ1ZDIINTESINO.eyJqdGki0iIyQjNYNUIPQzQ3MO5TUOhFWUVHTzIYRUhaTVNGRVBORF
FBREJXWkJLRVdQV1g2TU1ZU1JRIiwiaWFOIjoxNTcOMzc10TE2LCIpc3Mi0iIPQO9IKSk5aSUNINKNHUUSLMINRMZVXTFpX
WkpDUKRBTFJIW]jZPVzQORFpZVVANVVYzV1BSSEZSRCIsIm5hbWUi0iJBIiwic3ViIjoiQURGQ]IKWFTUWEOKRUW2TESBWE
RSRVVHU1lgzNUJPTFpIMOIOUEZGQUM3SVIQUjNPQTRRTKtCTjIiLCIO0eXB1lIjoiYWNjb3VudCIsIm5hdHMiONsiZXhwb3J0
cyI6W3sibmFtZSI6InR1c3QiLCIzdWIqZWNOIjoidGVzdCIsInR5cGUi0iJzZXJ2aWNT1Iiwic2VydmljZV9sYXR1bmN5T j
p7InNhbXBsaW5nIjoxMDAsInJI1c3VsdHMi0iJsYXR1bmN5LmOuLnR1c3QifX1dLCIsaWlpdHMiOnsic3VicyI6LTESImNv
bm410i0xLCISZWFmMIjotMSwiaWlwb3J0cyI6LTESIMV4cGIydHMi0iOXLCIKYXRhIjotMSwicGF5bGOhZCI6LTESINdpbG



RjYXJkcyI6dHJ1ZX19fQ.zZBetgDN6NnCFDVpwzF 124BPkc8amGPDnrOmiKUal2xski5zskUIOYOO0eIalvToObkHIKTgM2
QDYpmXUQOHNAQ

# Account "B"

ACWOMQA7PZTKISBTR7BF6TBK3D776734PWHWDKO7HFMQOM5BIOYPSYZZ:
eyJ0eXAi0iJqd3QiLCIhbGci0iJ1ZDIINTESINO.eyJqdGki0iIJBTFNFQKZGWDZMROPQTLVMUINXTDNTRTNISkk2WUZSW1
VKSDNLVOE1VE41IWUtWRESMVTIRIiwiaWFOIjoxNTcOMzcl0TE2LCIpc3Mi0iJPQOIKSk5aSUNINKNHUUSLMINRMzVXTFpX
WkpDUKRBTFJIW]jZPVzQORFpZVVdNVVYZzV1BSSEZSRCIsIm5hbWUi0iJCIiwic3ViIjoiQUNXTO1IRQTAQWIRLSINCVFI3Qk
Y2VEJLMOQ3NzY3MzRQVOhXREtPNOhGTVFPTTVCSU9ZUFNZWl0iLCJ0eXB1IjoiYWNjb3VudCIsIm5hdHMiOnsiaWlwb330
cyI6W3sibmFtZSI6INR1c3QiLCIzdWIqZWNOIjoidGVzdCIsImFjY291bnQi0iJBREZCMkpYWVRYTOPFTDZMTKFYRFIFVU
dSWDM1Qk9MWkkzQjRQRkZBQzdJU1BSMO9BNFFOSOJOMiIsInRvIjoidGVzdCIsInR5¢cGUi0iJzZXJ2aWN1InldLCIsaWlp
dHMi0nsic3VicyI6LTESImNvbm4i0i0xLCIsZWFmIjotMSwiaWlwb3JOcyI6LTESImV4cGOydHMi0iOXLCIKYXRhIjotMS
wicGF5bGO9hZCI6GLTESINndpbGRjYXJkcyI6dHI1ZX19fQ.AnzziBwt5Tnphc2prONUUOpMpkkATJHVCPaagOGUtTYPCHKDp
hcJrwtAHi4v5N0I6npjoesOFOMLrfnHqidDAg

# Account "SYS"

ABKOWIYVTHNEKSHELPWLAT2CF2CUPELIK4SZH2VCIHLFU22B5U2IIZU0:
eyJ0eXAi01Jqd3QiLCIhbGci0iJ1ZDIINTESINO.eyJqdGkiOiI1WVUyWkcIUKRTSULITN1pGVEIMUONZQUtLVKVFWUpPUL
cOTDIPTLY3N1glT1IZWkFGSKRRIiwiaWFOIjoxNTcOMzcl0TE2LCIpc3Mi0iJPQO9KSk5aSUNINKNHUUSLMINRMzVXTFpX
WkpDUKRBTFJIW]jZPVzQORFpZVVANVVYzV1BSSEZSRCIsIm5hbWUi0iJTWVMiLCIzdWIi0iJBQktPVOLZVIRITKVLNUhFTF
BXTEFUMKNGMKNVUEVMSUs@U1pIM1ZDSKhMRTUYMKI1VTIISVpVTyIsInR5cGUi0iJhY2NvdW50IiwibmFOcyI6eyJsaWlp
dHMiOnsic3VicyI6LTEsImNvbm4i0i0xLCIsZWFmIjotMSwiaWlwb3J0cyI6LTESImMV4cGIydHMi0iOXLCIKYXRhIjotMS
wicGF5bGOhZCI6LTESIndpbGRjYXIkcyI6dHI1ZX19fQ.5F r04sZbWuFgRLuy7cleQLUq BQ4PNhIANSA-
SRLkYWmvlc4c Y4VfTbgl5zhNzCxfvj9SxT7ySgphup2BiRAA
}

Even though they have different authorization mechanisms, these two servers are able to route
account messages because they share the same NKEY.

We have created at least one user, in this case with creds:

eyJ0eXAi01Jqd3QiLCIhbGci0iJ1ZDIINTESINO.eyJqdGki0iINRKM3V1EINOhKUE9aWUVOTEhVRTZTWFVQTDVKTURWSk
xIQzJRTKpYNUVISORGRIUIREhRIiwiaWFOIjoxNTcOMzcl10TE2LCIpc3Mi0iIBREZCMkpYWVRYTOpFTDZMTKFYRFIFVUdS
WDM1Qk9MWkkzQjRQRkZBQzdJUTBSMO9BNFFOSOJOMiIsIm5hbWUi0iJ0ZXNOIiwic3ViIjoiVUFQTOsyUDdFTjNVRKIMNL
NCS1BRSzNNMOpNTEFMWVJZS1g1WFdTVk1WWUS2M1pNQKhUTOhWS1IiLCI0eXBlIjoidXNlciIsIm5hdHMiOnsicHViIjp7
ImFsbG93IjpbI19ITkIPWC5cdTAWM2UiLCIfUL8iLCIfUL8UXHUWMDNTIiwidGVzdCIsINR1c3QUXHUWMDNTIT19LCIzdW
IiOnsiYWxsb3ciOlsiXOLO0QK9YLIXx1IMDAzZSIsI19SXyIsI19SXy5cdTAWM2UiLCIsYXRIbmNSLmOuLnR1c3QiLCIOZXNO
TiwidGVzdC5cdTAWM2UiXX19fQ.MSU2aUIBK1iUsg7h521LrfEfTWVMF wB3HDq75ECskxSyyDDMtk9 3957UtQF-
3yoGCIhKOkWj zX8C-WXnLADw
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NKEY Seed printed below can be used to sign and prove identity.

NKEYs are sensitive and should be treated as secrets.
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And this same user is able to connect to either one of the servers (bound to 4222 and 4223
respectively):

Subscriber Service:

package main

import (

||'Log||

"github.com/nats-io/nats.go"

func main() {

opts := make([]nats.Option, 0)

// Extract public nkey from seed
//
// Public: UAPOK2P7EN3UFBL7SBJPQK3M3JIMLALYRYKX5XWSVMVYK63ZMBHTOHVIR
// Private: SUANVBWRHHFMGHNIT6UJHPN2TGVBVIILE7VPVNEQ7DGCJ26ZD2V3KAHT4M
//
nkey, err := nats.NkeyOptionFromSeed("path/to/seed.nkey")
if err !'= nil {
log.Fatal(err)
}
opts = append(opts, nkey)
nc, err := nats.Connect("127.0.0.1:4222", opts...)
if err !'= nil {
log.Fatal(err)
}
nc.Subscribe("test", func(m *nats.Msg){
log.Printf("[Received] %q, replying... \n", string(m.Data))

m.Respond([]byte("pong from nkeys based server"))



})

select {}

Requestor:
package main

import (
II'LOgII

"time"

"github.com/nats-io/nats.go"

func main() {
nc, err := nats.Connect("127.0.0.1:4223", nats.UserCredentials("path/to/user.creds"))
if err !'= nil {

log.Fatal(err)

for range time.NewTicker(l * time.Second).C {
resp, err := nc.Request("test", []byte("test"), 1l*time.Second)
if err = nil {
log.Println("[Errorl]l", err)
continue

}
log.Println("[Received]", string(resp.Data))
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