e [] JSONP [TT]
o [II1

CORS [II1  W3C 1111 “MTI110 "[] Cross-origin resource sharing[TTTITITT]
(1T guinnnnnnnannnnnngy XMLHttpRequest [TTTTTTT] AJAX
(I

CORS [T TITITITTITT]

[0 CORS T CORS 11111
(T AJAX

I T

CORS [T CORS [ITITITITIT]

CORS [TIIIIIIIIIDO simple requestITIITIT] not-so-simple request[T]

AJAX



HINRRRNNNNRRRNNNNREDND

0 10T

44 o HEAD
o GET
e POST

0 20 HTTP [ITIITTTITIIT]

44  Accept

Accept-Language

Content-Language

Last-Event-ID

Content-Type[IITIIT application/x-www-form-urlencoded []
multipart/form-data [] text/plain

T T L T HTTP [ITTIT] HTTP
[IITTT]

[ERRNNRNNRNRNERNRNERNENETE) CORS

OO T

(I CORS M Origin [TT]
(LITITTITTTITTIIT] AJAX T Origin 1]

GET /cors HTTP/1.1

Origin: http://api.bob.com
Host: api.alice.com
Accept-Language: en-US

Connection: keep-alive



User-Agent: Mozilla/5.0...

(I Origin [(TITTTTTTTTTTTTTTIT] + [ +
IIRNNRNNRNNRRNRRNRNNNENN

[ origin (I HTTP
[TTTTTTTTITITITITTTd Access-Control-Allow-0rigin
NERRRRRNRRRNNNNNNNNNNNNEEE XMLHttpRequest [] onerror
IRNNRNNRNNRNNRNNRRNRNNEEN HTTP [T 200[]

(0 Origin [(TTTTITITTITTITITTITIITITTITTIITL]

Access-Control-Allow-0rigin: http://api.bob.com
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: FooBar

Content-Type: text/html; charset=utf-8

(T CORS [T Access-Control- [IT]

[0 1[J Access-Control-Allow-0rigin

(T Origin [TTTITITITI * [T

[] 2[] Access-Control-Allow-Credentials

T Cookie[ITITIIT Cookie [T1IT] CORS
(I true [TTTTTTITTTTTITIIT] Cookie

NERRRRRRRRRNNNNNRNNENNEE true (TTTTTTTITTIT] Cookie
(LTI

[] 3[] Access-Control-Expose-Headers

(TI111] CORS 1111 XMLHttpRequest [T]] getResponseHeader () [TITIT] 6
(TITTIIIIIIT Cache-Control [] Content-Language [] Content-Type[] Expires[] Last-Modified
[0 Pragma [TTTITITIITITIT] Access-Control-Expose-Headers [TTTTTITITIIT]

getResponseHeader('FooBar"') [T11] FooBar [TT1T]

withCredentials

(ITIT] CORS [ITTTT] Cookie [IT1T] HTTP [ITTTITTITTIT] CSRF
T Cookie[TITITITIIIN Access-Control-Allow-
Credentials [TTTTITIITIT] Cookie[]

Access-Control-Allow-Credentials: true



(TIITIII1 AJAX [TT1T] withCredentials []]

var xhr = new XMLHttpRequest();

xhr.withCredentials = true;

(IO Cookie[TTTTTTIITIITIITIILI Cookie
(I

(ITITITTI withCredentials [T1T] true [TTTITIT] withCredentials
(T Cookie[IITIIITIT] withCredentials []

xhr.withCredentials = false;

TTITITIIIIIIIIIIO Cookie[] Access-Control-Allow-0rigin
HENRRRNNNNRRRRNNNRRRRNNNRRREND Cookie
ERRNNNRRRRNNRNRREEND Cookie [TTTTTTTIT Cookie
(TTITIIIIITIII0 document.cookie [TTTTITTITIT] Cookie[]

(T T PUT [] DELETE [IT]  Content-Type
(TITIT] application/json []

(1T CORS [TTTITIIIIIIIIT] HTTP [IIT11T] “M "OmO preflight
T T T T HTTP
(T XMLHttpRequest

T AT CORS

(T O O AT DELETE [] PUT
(LTI I Td

T JavaScript [I1]

var url "http://api.alice.com/cors';

var xhr new XMLHttpRequest();
xhr.open('PUT', url, true);
xhr.setRequestHeader('X-Custom-Header', 'value');

xhr.send();

(TIT1T] HTTP [II111] PUT [TTTIIIIIIIIT X-Custom-Header []



AINRRRNNNNRRANNNRNRRNEN ‘0 "I

[ "0 HTTP 10

OPTIONS /cors HTTP/1.1

Origin: http://api.bob.com
Access-Control-Request-Method: PUT
Access-Control-Request-Headers: X-Custom-Header
Host: api.alice.com

Accept-Language: en-US

Connection: keep-alive

User-Agent: Mozilla/5.0...

‘0 "I OPTIONS [TTTTTTTITTITITITTITIITIIT]
[LTITTITTIT]

M origin M0 “[0 *[IIIIIIII]

[1 1[] Access-Control-Request-Method

Origin

(LTI CORS [T HTTP [IITIT] PUT ]

[0 2[] Access-Control-Request-Headers

T CORS [TTTTTITIITIITITY X-Custom-Header
a

110 “00 "OIIIIIno Origin[] Access-Control-Request-Method [] Access-Control-Request-
Headers [TTTTTTTITITITTTTTTTLI

HTTP/1.1 200 OK

Date: Mon, 01 Dec 2008 01:15:39 GMT

Server: Apache/2.0.61 (Unix)
Access-Control-Allow-0rigin: http://api.bob.com
Access-Control-Allow-Methods: GET, POST, PUT
Access-Control-Allow-Headers: X-Custom-Header
Content-Type: text/html; charset=utf-8
Content-Encoding: gzip

Content-Length: ©

Keep-Alive: timeout=2, max=100

Connection: Keep-Alive



11 HTTP [TITTI11] Access-Control-Allow-0rigin [TT1T] http://api.bob.com
QT I T T

Access-Control-Allow-0Origin: *

(LTI “[0 “[LIIIT HTTP (LTI CORS
(OO

OPTIONS http://api.bob.com HTTP/1.1
Status: 200
Access-Control-Allow-0rigin: https://notyourdomain.com

Access-Control-Allow-Method: POST

(IIIITIIT] Access-Control-Allow-0rigin [TTTTITITITIT] http://api.bob.com []
(T T XMLHttpRequest [TT]  onerror
(I

XMLHttpRequest cannot load http://api.alice.com.
Origin http://api.bob.com is not allowed by Access-Control-Allow-0Origin.

[LITITTT] CORS [ITTTIT]

Access-Control-Allow-Methods: GET, POST, PUT
Access-Control-Allow-Headers: X-Custom-Header
Access-Control-Allow-Credentials: true

Access-Control-Max-Age: 1728000

[0 1[J Access-Control-Allow-Methods

ARERNRERNRNRNRNNNARARNRNRNRNRNRNRRRRRARRAEE
NERRNRNNRNRRNRNNRNRRRRNNRNERN ‘0 "0

[0 2[] Access-Control-Allow-Headers

[(TITIITIT Access-Control-Request-Headers [T]T] Access-Control-Allow-Headers
(T T T T T
(LITI11]

[] 3[] Access-Control-Allow-Credentials

(LITTITITITIITT

[] 4[] Access-Control-Max-Age



T T L T 2011 1728000

(ITITIITITIT] 172800010 20[TTTIITITITIIITITII

(TITTIT] ‘0 "I CORS [TITITITITIIIITIT] Origin
(TITTITIIIIIIIIIIIn0 Access-Control-Allow-0rigin [TTT1T]

0 “0 "I CORS 117

PUT /cors HTTP/1.1

Origin: http://api.bob.com
Host: api.alice.com
X-Custom-Header: value
Accept-Language: en-US
Connection: keep-alive

User-Agent: Mozilla/5.0...

(111 Origin [TTTTTITITIT]

[LITITTIIITTI

Access-Control-Allow-0rigin: http://api.bob.com
Content-Type: text/html; charset=utf-8

(TITI10 Access-Control-Allow-0rigin [TTTTTTITTITII

[1 JSONP 1]

CORS [] JSONP ITTITITIIT JSONP 1111 JSONP 11 GeT[I0 CORS [IITTIT]
HTTP I JSONP [T CORS [ITTIIIT]

Using CORS, Monsur Hossain

HTTP access control (CORS), MDN

CORS, Ryan Miller

Do You Really Know CORS?, Grzegorz Mirek



http://www.html5rocks.com/en/tutorials/cors/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Access_control_CORS
https://frontendian.co/cors
http://performantcode.com/web/do-you-really-know-cors
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